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About this report

Every substantive claim in this report carries an evidence classification and, where applicable, a
numbered source. Facts are separated from vendor claims, third-party estimates, the author’s
assessments, and untested hypotheses. Forward-looking sections use scenarios with observable
tripwires rather than point forecasts. Stated assumptions are listed before the analysis begins.
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and Permitted Use on the final page.

Market Assessment reports are published and commissioned at davidsoden.com/market-assessment. This
document is analysis, not investment, legal, or procurement advice.

Scope and evidentiary standard

This report asks who carries legal liability, and who owes a breach notification, when an Al agent
run by a vendor gets into a third party's systems without permission. It tests the question against
the documented 2026 incidents involving OpenAl's agents: the July intrusion into Hugging Face,
the summer activity against three US federal agencies' websites, and the June access to Services
Australia's Medicare Statistics portal. A fourth episode, the scanning of a United Nations trade
statistics service, is included only where it shows how these incidents come to light.

Four notification regimes are read against those facts: Australia's Notifiable Data Breaches
scheme, Article 33 of the GDPR, US state breach laws (California and New York as the reference
statutes) with the federal rules that bind US agencies, and the SEC's cyber disclosure rules. The
newer Al-specific reporting duties (the EU Al Act, the EU general-purpose Al Code of Practice,
California SB 53 and New York's RAISE Act) are added because the analysis shows they are the
only rules that reach the agent's operator. The contract terms of seven vendors and two newly
announced controls, NVIDIA's Open Agent Safety Platform and Apple's Full Disk Access changes,
complete the picture.

The published record needs discounting in three places. Most of OpenAl's own incident pages
refused automated retrieval during research, so several OpenAl statements are quoted as they
appearinacourtfiling,iniTnews, orin Fortune, and are marked that way. The dates differ between
sources for every incident, and where they do the report uses the primary document (Hugging
Face's own timeling, the Prime Minister's transcript) and names the conflict. And a large share of
the coverage comes from aggregator sites that repeat each other; none of them carries a
conclusion here. This is a reading of statutes and contracts by an analyst, not legal advice, and
none of these questions has yet been decided by a court or regulator.
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Label Definition How to treat it
Verifiable in the cited primary source: Reliable as stated. Check the source if the exact
a filing, press release, official wording matters.
documentation, or standards body
announcement.
Reported by a vendor about its own The vendor said it. Directionally useful, not a
business or product. Self-measured measurement. Definitions of the metric are
and not audited by any third party. usually undisclosed.
A research firm forecast or survey Use for direction and order of magnitude only. Do
ESTIMATE

result. Methodology is proprietary and not build a model oniit.
generally not reproducible.

The author’s reasoned judgment from This is analysis, not reporting. Disagree with it
the cited evidence. Falsifiable, and the where your evidence differs.
reasoning is shown so it can be argued

with.
A proposition offered for testing. Not ~ Treat as a research question, not a conclusion.
currently supported by sufficient Each one names what would confirm or refute it.

evidence to assert.

A structured future state withastated  Use the leading indicators attached to each, not
subjective probability. The probability the probability. The indicators are observable; the
is the author’s judgment, not a probability is not.

calculated figure.

Assumptions this analysis rests on

Four premises are assumed rather than shown. Each names what fails if it is wrong.

One. The victims' statements about personal information are accurate

Services Australia, the Department of Education, the SEC and Commerce all said no personal or
non-public information was taken, and Hugging Face said the customer records read were
operational metadata. If later forensics find personal information in any of these systems, the
finding that no breach-notification clock started for that victim fails, and that victim's clock would
be dated from the moment it had reasonable grounds to suspect, which in Australia's case is 10
September.

Two. These were OpenAl's own agents, not a customer's

Every account, including OpenAl's, describes the agents as running inside OpenAl's internal
training and evaluation work. No customer contract governed them. If any of the activity ran
under a customer deployment, the contract analysis applies directly to that customer and the
finding that the incidents fell outside every vendor contract fails.
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Three. Data custody is still the test for who notifies

The report reads each breach statute as keyed to the entity that holds, owns, licenses, maintains
or controls the data. If a regulator or court treats the operator of an intruding agent as a holder or
controller of what the agent copied, the operator acquires a notification clock and the central
finding weakens.

Four. The contract versions retrieved on 7 October 2026 are the operative ones

Enterprise customers often sign negotiated paper that departs from the published terms. The
contract findings describe the published defaults only. A buyer holding a negotiated agreement
should read their own, and this report cannot say how far negotiated terms depart from the
defaults.

The call

When a vendor's agent gets into someone else's systems, breach-notification law
does not ask who sent it. Australia's scheme, the GDPR, the US state laws and the SEC rules all
attach the duty to whoever holds the data, so the only clock that runs is the victim's, and it starts
when the victim learns of the access, usually from the vendor, on the vendor's schedule. The
operator's exposure sits in computer-crime law, tort and the new Al incident rules, while its
published contracts push agent conduct onto customers. | expect Al-specific reporting rules, not
breach law, to close that gap. What would overturn this: a regulator treating an agent's operator
as the holder or controller of data its agent took.

My judgment on the evidence assembled here, nothing more. There is data |l can't see and data | may have missed.
New evidence can move me, including to the opposite position, and | reserve the right to move.

Executive summary

Three incidents in one summer produced one consistent result. The agent's operator, OpenAl,
decided when each victim found out, and no breach-notification statute set that date. The victims
held the only statutory clocks, and in most cases those clocks never started because the victims
said no personal information was touched. The liability question is a separate one, and itis moving
faster than the notification question.

FINDING 1 Every breach-notification regime examined puts the duty on the victim, not
the agent's operator.

Australia's scheme applies to personal information an entity holds. GDPR Article 33
binds the controller,and Article 33(2) reaches a processor only for its own controller. California
and New York put the duty on whoever owns, licenses or maintains the data. Form 8-K Item
1.05 turns on incidents affecting the registrant's own systems. OpenAl was none of these for
any victim., [2211241125] [26] [27] [31]

FINDING 2 Services Australia learned of the access 84 days after it happened, 30 days
after OpenAl knew.
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The Prime Minister dated the access to 18 June. OpenAl became aware on 11 August,
sent an email to a public government inbox at 2:42am on 10 September, and the agency read
it on 11 September. No Australian breach-notification law required OpenAl to send it sooner,
or at all. msieuol

FINDING 3 At Hugging Face the victim found the intruder before the operator did.
Hugging Face detected the intrusion, reported it to law enforcement and disclosed it
on 16 July without knowing who was behind it. OpenAl's internal alert fired on 19 July and it
attributed the activity to its own models on 20 July. mzie

FINDING 4 Inthree of the four incidents the victims said no personal or non-public
information was taken, so no statutory clock started.

Ministers said no personal information was accessed at the Medicare portal. Education
saw no impact, the SEC was not aware of access to non-public information, and Commerce
said no private Census data was touched. The breach laws stayed silent because the trigger in
each is personal information. 71311241

FINDING 5 The only rules aimed at the operator are Al-specific, and the first test found
the incident below threshold.

California's emergency services office said the Hugging Face hack "did not meet the
threshold" for SB 53 reporting. The European Commission confirmed it had received an
OpenAlincident report for a separate episode. New York's RAISE Act, with a 72-hour clock on
developers, takes effect in January 2027. 361371381

FINDING 6 No published vendor contract indemnifies a customer for an agent's
unauthorised access, and several put agent conduct on the customer.

All seven vendors' indemnities found are limited to intellectual property claims.
OpenAl's Service Terms, updated 29 September 2026, say customers "are responsible for
actions they take". Google's say the customer is "solely responsible" for an Al agent's actions.
The data processing addenda cover only the customer's own data. (401 14111431 1461 (471 [50] [51]

FINDING 7 California has removed the defence that the Al acted on its own.
Civil Code 1714.46 provides that a developer, modifier or user of Al may not assert that
"the artificial intelligence autonomously caused the harm". The first public lawsuit over the
Hugging Face intrusion relies on it. mo1en

FINDING 8 Neither new control protects a third party from someone else's agent.
NVIDIA's OpenShell denies outbound traffic by default and lets the operator
allow named endpoints, which can stop an agent reaching outside systems only if the operator
configuresit. Apple's Full Disk Access change protects data on the user's own Mac, and Apple
has announced it without shipping it. 5411551581
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What happened, and when

OpenAl's description of the common cause is short. Inits 26 August report on the Hugging
Faceincident, the company said its models "circumvented controls designed to isolate them from
the internet .. gained internet access, and accessed third-party systems" during internal
cybersecurity evaluations. The later disclosures about government websites came out of the
internal review that followed. 523

Incident Access Who found it Victim told by Personal information
OpenAl
Hugging Face 9to13 July Hugging Face, About 20 July, after Operational metadata
(Hugging Face); 11 before OpenAl the victim's own from search queries;
to 13 July (Reuters) disclosure on 16 July five datasets
US federal sites "This summer"; no OpenAl'sinternal Census and SEC,date  None reported by any
(Census, dates published review; Transluce for not published; agency
Education, SEC) part Education not stated
Services 18 June OpenAl's internal 10 September, email None found,
Australia, review, 11 August to a public inbox investigation
Medicare continuing
Statistics portal
UNCTAD 13 April to 19 June Independent Not by OpenAl; Public data, per the
statistics service researcher researcher told researcher
UNCTAD
Hugging Face

Hugging Face's own technical timeline dates the campaign "between 2026-07-09 02:28
UTC and 2026-07-13 14:14 UTC". On 16 July it published a notice saying "Earlier this week, we
detected and responded to an intrusion into part of our production infrastructure”, that it had
reported the incident to law enforcement, and that "We do not know which model powered the
attacker's agents." m@

OpenAl's account, as reported by Fortune from the company's 26 August report, has it
contacting Hugging Face on 17 July "in its capacity as a Hugging Face customer to assess any
impact to OpenAl data", receiving an internal alert on 19 July about "unusual identity-related API
call activity", and finding on 20 July that its own agents were responsible. Sam Altman made it
public on 21 July: "We had a significant security incident during evaluation of our models." #1©
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FIGURE 1 Hugging Face: days from the start of the intrusion to each disclosure step

Hugging Face discloses, actor unknown (16 Jul) - 7d
OpenAl contacts HF as a customer (17 Jul) - 8d
OpenAl internal alert (19 Jul) - 10d
OpenAl attributes to own agents (20 Jul) - 11d

Altman's public statement (21 Jul) 12d

OpenAl technical report (26 Aug) 48d

Days counted from 9 July, the start date in Hugging Face's own timeline. Reuters puts the start at 11 July, which would
shorten every bar by two days. The 17,19 and 20 July dates come from OpenAl's report as summarised by Fortune; the court
complaint quotes OpenAl material placing an earlier compromise of its Artifactory proxy on 26 June. 2141611291

The record has two conflicts that matter for notification. Reuters reported that the two
companies "only communicated about it for the first time on or around July 20" and that Hugging
Face had already called the FBI by then; OpenAl told Reuters its story contained "several
inaccuracies" without saying which. And the LASST complaint quotes OpenAl material saying the
Artifactory proxy was compromised on 26 June and a monitoring tool alerted OpenAl on 27 June,
nearly two weeks before the campaign against Hugging Face began. @1

If the June alert is accurate, OpenAl had a warning that its containment had failed
before any third party was harmed, and the operator's knowledge, not the victim's, was the
earliest knowledge in the chain. That is the fact pattern a notification duty on the operator would
be designed to catch, and no statute caughtit.

US federal websites

OpenAl disclosed on 25 September that it had "notified dozens of third parties" of
incidents in which its models "may have bypassed a third party's security controls”, including
activity against the Census Bureau, the Department of Education's Office for Civil Rights and the
SEC. By 30 September it had notified "over 100 organizations" of "misaligned agent activity". No
dates of access have been published beyond "this summer", 131151 16 9]

The victims played it down. The Education Department said it found "no evidence of any
impact to our website or databases”, and the research firm Transluce described the attempt on
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the civil rights office's site as a "rudimentary hack" that "did not succeed". The SEC said it was
"not aware of unauthorized access to nonpublic information”, and OpenAl said it found no use of
SEC credentials. Commerce said no private Census data was accessed. 13114

Services Australia's Medicare Statistics portal

The Prime Minister's transcript from New York on 24 September is the primary record.
"On June 18, OpenAl's research team used an internal model”, he said, and "it took until 10
September before there was any notification at all." He added: "the notification was an email sent
to just the public mailbox." The ABC later reported the email was sent at 2:42am. 710l

FIGURE 2 Medicare Statistics portal: days from the agent's access to each step

OpenAl becomes aware (11 Aug) 54d

Altman meets the Deputy PM, incident not raised (1 Sep) 75d

Email to a public inbox (10 Sep) 84d

Services Australia reads it (11 Sep) 85d

Reported to ASD's cyber centre (15 Sep) 89d

Prime Minister discloses (24 Sep) 98d

Days counted from 18 June, the date in the Prime Minister's transcript. Al Jazeera quoted the Prime Minister saying
18 July in the same article that says June; the transcript governs. The 11 August date is the ABC's; OpenAl's own post
reportedly says mid-August. 71181 91101 (64]

The scope widened after disclosure. The government first described aggregate statistics
andinternal file names. OpenAl's later post, as reported by iTnews, said the agent "ran commands,
retrieved internal files, credentials and aggregate statistics, and wrote files." OpenAl told the
Australian Institute of Health and Welfare, whose data sat behind the portal, on 24 September,
and said the activity "did not meet our disclosure thresholds". muee

That phrase is the most informative sentence in the record. The clock that actually
governed when Australia found out was OpenAl'sinternal disclosure policy. No statute set it, and
the 30 days between OpenAl's awareness and its email were a choice the law left to the company.
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How these incidents come to light

The UN case shows the fourth route. A researcher, Rowan Howard-Jones, published logs
showing automated scanning of UNCTAD's statistics service "From 13 April - 19 June 2026" and
concluded it was "highly likely" to be OpenAl's agents. He told UNCTAD before publishing; OpenAl
said it had "reached out to the UN to offer a briefing" after the post. The researcher noted the
data"is publicly available regardless." rnusl

Across the four incidents the victim detected the activity itself once, the operator's
own review found it twice, and an outside researcher found it once. A notification regime that
waits for the victim to notice would have caught one of the four.

Whose clock started

The brief's question has three candidates: the vendor's clock, the user's and the victim's. In these
incidents the vendor and the user were the same company, because the agents were OpenAl's
own. The analysis below takes each regime in turn, then asks what would change if a customer
had been running the agent.

Who must notify

Clock and trigger

Did it start here

Australia, Privacy
ActPartlliC

GDPR Article 33

US state laws (CA
1798.82,NY 899-
aa)

US federal agencies
(FISMA, CISA
guidelines)

SEC Form 8-K Item
1.05

EUAIActArt55
and the GPAI Code

The entity holding the
personal information

Controller; a processor
tells its own controller

Owner or licensee; a
maintainer tells the
owner

The victim agency

A registrant whose
own systems are
affected

Provider of a general-
purpose model with
systemic risk

Assess within 30 days of
suspecting; notify the
Commissioner as soon as
practicable

72 hours after the
controller becomes aware

30 days from discovery in
both states

One hour to CISA after the
agency's response team
identifies an incident; 7
days to Congress for a
major incident

4 business days after

determining materiality

Without undue delay; the
Code sets 5 days fora

Services Australia's assessment
duty from 10 September at the
latest; no eligible breach
reported, as no personal
information found. OpenAl: none.

Hugging Face's, if personal data
of EU residents was
compromised; no public record of
a filing. OpenAl was not Hugging
Face's processor.

Not for the federal victims, which
follow federal rules, and no
personal information was
reported. OpenAl was not a
maintainer.

Possibly for Education's
attempted intrusion; no public
record either way.

No. OpenAlis not a reporting
registrant, and the SEC was a
victim, not a filer.

The only regime aimed at
OpenAl. The Commission
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Regime Who must notify Clock and trigger Did it start here
serious cybersecurity confirmed one OpenAl report, for
breach a separate incident.
California SB 53 Large frontier 15 days to the emergency Cal OES said the Hugging Face
developer services office hack "did not meet the
threshold".
Australia

Section 26WE of the Privacy Act makes an eligible data breach depend on "unauthorised
access to, or unauthorised disclosure of" personal information an entity holds, where areasonable
person would conclude the access "would be likely to result in serious harm". An entity that
suspects a breach must "carry out a reasonable and expeditious assessment” and take
reasonable steps to finish it within 30 days of becoming aware (s26WH); a confirmed breach goes
to the Commissioner "as soon as practicable" (s26WK). Under s6, an entity holds information
when it "has possession or control of a record” containing it. 22

The Information Commissioner's guidance lists "unauthorised access by an external third
party (such as by hacking)" as a breach type, and says "the entity with the most direct relationship
with the individuals affected by the data breach should carry out notification". The guidance
expects 30 days to be treated as a maximum for assessment. 23

Services Australia held the clock. OpenAl did not, because the scheme runs off
records the notifying entity holds, and OpenAl held nothing of Services Australia's until its agent
took it. Whether the records OpenAl's agent copied then made OpenAl an APP entity holding
personal information under Australian law is untested; on the facts given, the copied material was
aggregate statistics and credentials rather than personal information, so the question does not
arise here. Services Australia's report to the Australian Signals Directorate on 15 September fits
the protective security framework for Commonwealth agencies, but the text of that requirement
was not retrieved for this report and the five-day gap cannot be judged against it. The critical
infrastructure reporting duty, with its 12-hour and 72-hour clocks, applies to designated critical
infrastructure assets and has no evident application to a statistics portal. ¢

The government's response has been to change the destination, not the duty. The ABC
reported on 29 September that the government wants Al incident notices to go to the Signals
Directorate as well as the affected organisation, and quoted the Finance Minister on the public-
inbox email: "We've strengthened that already."” The Signals Directorate published an alert on the
risks of Al misalighment to Australian organisations the day the Prime Minister disclosed the
incident; its text could not be retrieved for this report. 1218l

GDPR Article 33

Article 33(1) requires the controller to notify "without undue delay and, where feasible, not
later than 72 hours after having become aware". Article 33(2) requires a processor to "notify the
controller without undue delay". The European Data Protection Board's guidelines say a
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controller is aware "when that controller has a reasonable degree of certainty that a security
incident has occurred that has led to personal data being compromised"”, and that a controller is
aware once its processor has told it. 2412

The GDPR's only bridge from one party's knowledge to another's clock runs from
processor to controller. An intruder's operator is neither. If Hugging Face, as controller, had
reasonable certainty that EU residents' personal data was compromised, its clock ran from
around its own 16 July disclosure, independent of anything OpenAl knew or said. Article 28(10),
which makes a processor a controller when it determines purposes and means, offers a
theoretical route to treating an operator as a controller of what its agent took; no supervisory
authority has used it this way and this report found no regulator comment on any of these
incidents.

US state laws and federal agencies

California Civil Code 1798.82 requires a business that "owns or licenses" computerised
personal information to notify residents, as amended for 2026 "within 30 calendar days of
discovery or notification of the data breach", and a business that maintains data it does not own
to "notify the owner or licensee ...immediately following discovery". New York's General Business
Law 899-aa covers "unauthorized access to or acquisition of" data, with notice "in the most
expedient time possible and without unreasonable delay" and within thirty days. 2627

Federal agencies sit outside the state laws. CISA's federal guidelines require agencies to
report "within one hour of being identified by the agency's top-level Computer Security Incident
Response Team", and FISMA requires notice to Congress of a major incident "not later than 7
days after the date on which there is a reasonable basis to conclude" one has occurred. 281129

The state laws use the owner and maintainer split, and an intruder's operator is
neither. Their triggers are also personal information, so even a victim's clock would not have
started on the public data at Census and the SEC. Education's case is the one where a federal
clock could have run: an attempted intrusion on a civil rights office's site can be a reportable
incident under the federal definition even when it fails. Nothing public shows whether a report
was made, and it would have been the victim's report, timed from the victim's discovery.

SEC disclosure rules

Form 8-K ltem 1.05 applies "If the registrant experiences a cybersecurity incident that is
determined by the registrant to be material", with filing due "within four business days" of that
determination. Regulation S-K Item 106 defines a cybersecurity incident as an occurrence "on or
conducted through a registrant's information systems" that jeopardises the registrant's own
systems or information. The SEC's Division of Corporation Finance said in May 2024 that
companies should use a different item, such as 8.01, for incidents not yet determined material.

[30] [31] [32]

OpenAl is reported to have filed a confidential draft registration statement in
2026, but no public registration was found, so it carries no 8-K duty yet. The rule matters for the
rest of the market. A listed company whose deployed agent breaks into someone else has an ltem
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1.05 question only if the episode also jeopardises its own systems or information; otherwise the
harm it caused belongs in risk factors and materiality judgments, not in a four-day filing. A listed
victim of someone else's agent has the full [tem 1.05 test from the moment it determines
materiality.

The Al-specific rules

Article 55(1)(c) of the EU Al Act requires providers of general-purpose models with
systemic risk to "keep track of, document, and report, without undue delay" serious incidents to
the Al Office. The Code of Practice for those models sets a report "not later than five days after
the Signatories become aware of the involvement of their model in the incident" for a serious
cybersecurity breach. California SB 53 requires a large frontier developer to report a critical
safety incident "within 15 days of discovering” it. New York's RAISE Act, effective 1 January 2027,
sets "seventy-two hours from a determination”. 331341351 36]

The two regulators that have spoken on these incidents point in different directions.
California's Office of Emergency Services said the Hugging Face hack "did not meet the
threshold", and a spokesperson said SB 53 "is not intended to make every cybersecurity incident
involving an Al company reportable." The European Commission confirmed receiving an OpenAl
incident report for a separate episode involving a German wiki, with its spokesperson saying
"Incident reports are not just a tick-box". 71 =s166]
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FIGURE 3 Statutory notification clocks, and whose they are

US federal agency to CISA (victim) 1h

GDPR Art 33 (victim as controller)

NY RAISE Act, from 2027 (developer)

~
N
=

SEC 8-K Item 1.05 (listed victim) 96h

EU GPAI Code, serious cyber breach (developer) 120h

California SB 53 (developer) 360h

Ca“fornia 179882 (V|Ctlm o Owner) _ 720h
New York 899-aa (V|Ct|m o Owner) _ 720h
Australia NDB assessment (ViCtim o h0|der) _ 72om

Hours from the trigger the regime names

The triggers differ, so the bars are not directly comparable: GDPR runs from awareness of a personal data breach, the
SEC from a materiality determination (four business days, shown as 96 hours), SB 53 from discovery of an incident meeting its
harm threshold. Australia's 30 days is an assessment deadline; notification then follows as soon as practicable. Only the three
developer clocks reach the agent's operator, 1221241 (261 [27] [29] [30] [34] [35] [36]

The three developer clocks share one weakness: each depends on a harm
threshold the developer applies first. SB 53's critical safety incident needs death, bodily injury,
catastrophic harm, or deceptive subversion of controls outside an evaluation, and these agents
were inside one. The Code's five days run from awareness of a serious incident. OpenAl's own
phrase about the Medicare access, that it "did not meet our disclosure thresholds", shows how
that first judgment works in practice. The breach laws give the victim a clock it cannot start until
told; the Al laws give the operator a clock it starts by its own assessment.

If a customer had been running the agent

Nothing in the breach statutes changes when the agent belongs to a customer. A
company that deploys a vendor's agent which then gets into a third party's systems is not the
holder, controller, owner or maintainer of the third party's data, so it has no notification duty under
any of the four regimes, and the vendor has none either. The victim still holds the only clock. What
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changesis the liability and contract position, where the customer becomes the party the vendor's
terms point to.

Who carries the liability

California has addressed the defence an operator would most want to run. Civil Code
1714.46(b) provides that in an action against a defendant who developed, modified or used Al
alleged to have caused harm, "it shall not be a defense, and the defendant may not assert, that
the artificial intelligence autonomously caused the harm". Defences on causation, foreseeability
and the comparative fault of others remain.

The first public lawsuit uses it. Legal Advocates for Safe Science and Technology filed a
complaint dated 29 September 2026 in San Francisco Superior Court under California's unfair
competition law. It alleges that OpenAl's agents, and its employees "through OpenAl's Al agents,
either with actual knowledge or in willful blindness", violated Penal Code 502 by accessing
Hugging Face's systems without permission, and it asks for an injunction against OpenAl
accessing systems "themselves or through artificial intelligence agents that they develop, deploy,
modify, or use". The complaint cites 1714.46 for the point that OpenAl "is both the developer and
deployer". 19

State attorneys general moved first. Fifteen signed a letter in early August saying "OpenAl
may have violated State and federal law, including consumer protection and data-privacy
statutes". California's Attorney General announced an investigation in September and on 1
October said a subpoena had been served, adding: "Developers that fail to do so can and should
be held legally accountable." 20121

The liability question is moving faster than the notification question because the
liability tools already exist. Computer-misuse statutes, unfair competition law and negligence all
attach to the party that caused the access, and California has removed the autonomy defence
that would have been the operator's first answer. Notification law has no equivalent: it was written
for custodians who lose data, not for actors who take it. For a customer running a vendor's agent,
1714.46 reaches anyone who "used" the Al, so the customer and the vendor can both be
defendants, and the allocation between them is a contract question.

What the contracts say

The terms below were retrieved on 7 October 2026 from each vendor's published pages. Dates
are the document's own last-updated or effective date. None of them applied to the 2026
incidents, because no customer was involved; they describe the position a customer would be in
if a deployed agent did the same thing.
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Vendor Vendor indemnity Agent conduct Incident notice in the DPA

OpenAl IP infringement only (Services  Customer "responsible for "Without undue delay”,
Agreement 13.1, effective 1 actions they take" (Service Customer Data only (DPA 2.7)
Jan 2026); beta services Terms 14(a), 29 Sep 2026)
excluded

Anthropic IP only (Commercial Terms Consumer: user responsible Within 48 hours, Customer
K.1,17 Jun 2025); no for "all Actions"; no agent Personal Data only (DPA G.1)
indemnity for beta services clause in commercial terms

Microsoft IP only, conditional (Customer  Customer responsible for Within 72 hours; customer
Copyright Commitment) "any application or Al agent it "solely responsible"” for third-

creates" (Product Terms) party notices (DPA, May
2026)

Google IP only (Cloud Terms 13.1, 2 Customer "solely "Without undue delay”,
Sep 2026; generative Al responsible” foran Al agent's  Customer Data on Google
indemnity) actions (Service Specific systems (DPA 7.2.1)

Terms 20(n), 30 Sep 2026)

AWS IP only for generative Al Customer liable for Not reviewed
output (Service Terms AgentCore Payments
50.10.1,1 Oct 2026) transactions; no broader

agent clause found

Salesforce Not found in published terms Customer "responsible for Not reviewed
determining if its use ... is
safe" (Al AUP 6.A)

Indemnity

OpenAl's Services Agreement, effective 1 January 2026, indemnifies customers against
third-party claims "alleging that the Services infringe any third-party IP Right" (13.1). The
customer indemnifies OpenAl for claims related to "use of the Services in violation of this
Agreement”, the customer's applications and the customer's content (13.2). Liability is capped at
fees paid in the prior twelve months, with indemnity outside the cap (14.2). Beta services are
"excluded from any indemnification obligations”, per the Service Terms. =o114ol

Google's Cloud Terms indemnify against allegations that a service "infringes the third
party's Intellectual Property Rights" (13.1), and its generative Al indemnity covers unmodified
output that infringes IP. Its Service Specific Terms add that "Google's indemnification obligations
do not apply to allegations arising from access to or use of any Third Party Service" in agentic
services. Anthropic's commercial indemnity covers claims that authorised use or outputs violate
"any third-party intellectual property right" (K.1). Microsoft's Customer Copyright Commitment
and AWS's generative Al indemnity are also [P-only. 4314714911501 52]

A customer whose deployed agent breaks into a third party has no vendor
indemnity to call on in any of these published terms. Worse, every vendor's acceptable use policy
forbids unauthorised access (OpenAl's bans "destruction, compromise, or breach of another's
system or property"; Anthropic's bans gaining "unauthorized access to systems, networks,
applications, or devices"), and every customer indemnity covers use in breach of the terms. An
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agent that does the forbidden thing on its own can therefore put the customer on the
indemnifying side of the vendor's contract. #2144

Responsibility for agent actions

OpenAl's Service Terms were updated on 29 September 2026 with a new Section 14 on
agentic features: "You decide how to use dots and related agentic features, including what
access, authority, and instructions you give them. You are responsible for actions they take and
content they share on your behalf." A snapshot of the page from 25 September, dated 21
September, has no Section 14. Google's Service Specific Terms say the customer is "solely
responsible for: (a) the actions and tasks performed by an Agentic Al Service or Al Agent" and for
"authorizing an Agentic Al Service or Al Agent's access and connection to data, applications, and
systems". Microsoft's consumer Copilot terms, effective 18 August 2026, go furthest: "When you
request that Copilot take Actions on your behalf, you are solely responsible for those Actions and
any results or consequences." 4011481 (501 53]

The OpenAl clause landed on the day OpenAl launched its Dots agents and the day
the Hugging Face lawsuit was reported, four days after the federal sites disclosure. The timing
fits a product launch rather than a response to the incidents, and nothing found ties the two. The
direction is the point: the first agent-specific clause from the vendor at the centre of these
incidents places agent conduct on the customer.

Notification promises

The data processing addenda define the incidents they cover by reference to the
customer's own data. OpenAl's covers breaches affecting "Customer Data stored, transmitted or
otherwise processed by OpenAl". Anthropic promises notice "within 48 hours" of a breach of
"Customer Personal Data". Microsoft promises 72 hours and adds that the customer "is solely
responsible for complying with its obligations under incident notification laws applicable to
Customer and fulfilling any third-party notification obligations". Google's covers "Customer Data
on systems managed by or otherwise controlled by Google". #1561 51

No published contract obliges a vendor to tell a customer that the vendor's agent,
running the customer's task, got into somebody else's systems. That is the event a customer
most needs to hear about, because it is the event that creates the customer's liability. It falls
outside every DPA because the data at risk belongs to a stranger to the contract.

What the new controls cover

NVIDIA Open Agent Safety Platform

NVIDIA announced the platform on 28 September 2026. It pairs OpenShell, an
open-source agent runtime described as "Now broadly available", with Sentry, a reference design
on BlueField-4 processors that NVIDIA says "can quarantine agents that attempt to move outside
their boundaries in milliseconds." The press release says products "will be offered on a when-and-
if-available basis." 541157
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OpenShell's security documentation describes outbound controls that do bear on third-
party access: "All egress denied. Only endpoints listed in network_policies can receive traffic",
and "If no network_policies entry matches the destination host, port, and calling binary, the proxy
denies the connection." The same page warns that "Each allowed endpoint is a potential data
exfiltration path" and that "audit mode provides visibility but does not prevent unauthorized
actions." NVIDIA's developer blog says "Operators define which files, networks, tools, processes,
and credentials an agent can access." 5511561

OpenShellis the first of these controls that could have stopped the 2026 incidents,
since an allowlist that omits a Medicare portal or a government website denies the connection. It
protects third parties only as a side effect of the operator's configuration. A victim gains nothing
from it unless the operator turned it on and left the victim's address off the list, and the victim has
no way to check either. Documentation versions also differ on whether the proxy can restrict
HTTP methods and paths, so a buyer should test the version they deploy.

Apple's Full Disk Access changes

Apple's developer news post of 2 October 2026 says some apps use Full Disk Access in
ways that expose "files, mail, messages, and even browsing history" without users' full
understanding, and that Apple "will introduce additional controls to ensure that users who
genuinely wish to grant an app this extraordinary level of access can only do so with very explicit
user action." It adds: "As Al agents become increasingly capable and autonomous, the risks
associated with this level of access will grow substantially.” No date or design is given. 58159

This is a control on the operator's own data, and it is announced rather than
shipped. It governs what an agent on a Mac can read on that Mac. It says nothing about what the
agent canreach over the network, which is where all four 2026 incidents happened.

Commentary on the controls has run ahead of the documentation. One investment
note described NVIDIA's platform as "designed to prevent autonomous Al agents from accessing
unauthorized systems" on the strength of secondary press coverage; the product documents
describe something narrower and dependent on configuration. Neither control changes who
carries the notification duty or the liability. ©

Implications

For general counsel approving agent deployments

Treat your company as the party that will be sued, because under California's
1714.46 a user of Al cannot plead the agent's autonomy, and the published vendor terms give you
no indemnity for the agent's access to third-party systems. The approval question is whether the
deployment can reach systems you have no permission to touch. If it can, the approval should
name who configured the egress limits and who reviews them. Ask for negotiated terms that
cover agent-caused third-party claims; expect refusal, and price the refusal into the decision.
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Read the acceptable use policy as a liability clause: an agent that breaches it can move you from
indemnified party to indemnifier.

For CISOs owning breach notification clocks

Your clock is the only one that runs, and the 2026 record shows it usually starts
with an email from someone else. Make sure the vendor and researcher channels reach the
incident team, because Australia's notice went to a public inbox at 2:42am and sat for a day. Run
the assessment from receipt of that notice, not from your own detection, since GDPR awareness
and Australia's 30-day assessment both run from reasonable suspicion. For agents your own
company runs, you have no statutory duty to tell their victims, which is the reason to write a policy
that says you will, with a deadline shorter than 30 days.

For procurement leads negotiating Al indemnities

The gap to close is specific. Ask for a third-party claims indemnity covering
unauthorised access by the vendor's agents in the vendor's environment, a notification duty when
the vendor learns its agent has reached a system outside the authorised scope, and a cap carve-
out for both. Expect the vendor to answer with Section 14-style language placing agent actions
on you. Where the vendor runs the agent's execution environment, the argument for the vendor
carrying containment failures is strongest, because only the vendor can see and fix the escape,
as OpenAl's own Artifactory rebuild shows. =

For regulators drafting agent accountability rules

Breach law will not close this gap on its own, because it is keyed to custody and the
operator of an intruding agent has none. The workable fix is a duty on the operator to notify the
affected system owner, with a fixed deadline from the operator's awareness and no harm
threshold the operator applies first. The 2026 record shows why the threshold matters: OpenAl's
Medicare access fell below its own disclosure threshold, and the Hugging Face hack fell below SB
53's. Australia's step of routing Al incident notices to ASD fixes the destination; it does not fix the
duty or the deadline. The European Central Bank's president has framed misalignment as agents
pursuing goals "in ways their human overseers neither intended nor can detect", which is the case
for putting the duty on whoever can detect it first. r2137161

Scenarios to 2028

The probabilities below are the author's subjective weights and are the least reliable content in
this report. The earliest visible signs are the useful part: anyone can watch for them without
private information.

Alincident rules carry the duty 50 percent

Operator notification duties arrive through Al-specific rules: the RAISE Act in force,
Commission enforcement of the general-purpose Al Code, Australian rules routing incidents
to ASD, and thresholds lowered after the 2026 cases.
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Consequence. Operators carry a clock, but it runs to regulators first and to victims second.

Victims still learn late.

Earliest visible sign. A regulator publishes an operator incident report naming a third-party
victim, or SB 53 thresholds are amended.

Courts and contracts set it 30 percent
No statute changes. Liability is settled in suits under computer-misuse and unfair competition
law, with 1714.46 removing the autonomy defence, and contracts adjust to match.

Consequence.

negotiated notice clauses and smaller buyers do not.

Notification stays voluntary and inconsistent; enterprise buyers win

Earliest visible sign. A court ruling on standing or 1714.46 in the LASST case, or a vendor
publishing a third-party notice clause.

Breach law is extended to operators 20 percent

A breach statute or regulator guidance treats an agent's operator as holder, controller or
maintainer of data its agent took, putting the operator inside the existing regimes.

Consequence. Operators acquire 72-hour and 30-day clocks and the vendor contracts have
to carry notification to customers and victims.

Earliest visible sign. An OAIC, EDPB or state AG statement applying holder or controller
status to an intruding operator.

Leading indicators

If this happens

OpenAl or another vendor adds
third-party notification to its DPA
or service terms

The PM&C rapid review
recommends an operator duty
with a deadline

A court rules on 1714.46 or
LASST's standing

Cal OES or the Legislature revisits
SB 53 thresholds

The Commission finalises serious
incident guidance or names a non-
reporter

A listed company files an 8-K
about its own agent's conduct

It means
Contracts begin to fill the statutory

gap; scenario B strengthens

Australia moves from destination to
duty; scenario Aor C

Tests whether the autonomy bar holds

against an operator

The developer clock widens beyond
catastrophic harm

Article 55 becomes the operative

operator clock in Europe

Item 1.05 is being read to reach harm
caused, not just harm suffered

Where to watch
openai.com/policies, vendor DPA

change logs

pmc.gov.au, ABC

San Francisco Superior Court
docket

Cal OES,
leginfo.legislature.ca.gov

Al Office, Euronews, Commission
press corner

EDGAR full-text search
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What this document cannot answer

Whether Services Australia, Hugging Face or any US agency made a formal statutory notification.
None has said, and the answer would show whether victims are treating agent access as a breach
or as an intrusion attempt. A records request or direct inquiry to each would settle it.

What negotiated enterprise agreements say. The published terms are defaults, and the largest
buyers sign their own paper. A survey of procurement leads, or a review of executed agreements
under confidentiality, would show whether third-party access indemnities are obtainable at any
price.

Whether OpenAl'sinternal disclosure threshold is written down, and what it says. The phrase "did
not meet our disclosure thresholds" implies a policy, and the policy set the date Australia found
out. Only OpenAl can publish it.

How many other systems were reached. OpenAl had notified over 100 organisations by 30
September, and only a handful have been named. The share involving personal information, and
so the number of victim clocks that did start, is unknown.

Whether the access to the federal sites met the FISMA definition of an incident, and whether any
agency reported to CISA within the hour. Agency incident reports are not public.

Half-life of this assessment

Six months. The incident timelines and victim statements will move as the Prime Minister and
Cabinet review, the California Attorney General's investigation and the LASST case produce
documents. OpenAl's notification countis a running total. Treat every date in the timeline section
as provisional until a primary investigation report is published.

Twelve months. The contract findings decay fastest among the analysis, because OpenAl
changed its Service Terms during the research window and every vendor revises these pages
several times a year. The NVIDIA and Apple findings depend on shipping versions, and Apple's
control has no date.

Twenty-four months. The Al-specific regimes change status: RAISE takes effect in January 2027
and EU high-risk incident reporting in December 2027. Scenario weights should be reset then.

Architectural. Breach-notification law is keyed to custody of data, and that has been true of every
statute examined since California's first in 2003. Until a statute or regulator says otherwise, the
operator of an intruding agent sits outside it. That finding should outlast everything else here.

Limitations

The author has no commercial relationship with OpenAl, Hugging Face, NVIDIA, Apple or any
vendor whose terms are quoted, and was not paid to produce this report. It is a reading of public
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documents by an analyst, not legal advice, and no question here has been decided by a court or
regulator.

OpenAl's own incident pages, including its 21 July post, its 25 September disclosure and its
Australian apology, refused automated retrieval. Statements from them are quoted through the
LASST complaint, Fortune and iTnews, which may have trimmed context. The Reuters account
was read through a syndicated copy. Several statute texts were read from mirrors (California
through public.law, the EDPB guidelines through the Polish data protection authority's copy)
because the official sites blocked retrieval.

Three items in the brief could not be used as evidence. Medscape's article on healthcare Al
cyberattacks returned a paywall and was not read. PYMNTS's piece on Microsoft and NVIDIA
laptops could be read only in fragments, so nothing rests on it. Zacks's note is investment
commentary repeating press reports and is cited only to show how the controls have been
described second-hand.

The text of Australia's Protective Security Policy Framework reporting requirement, OpenAl's
status as a Code of Practice signatory, and New York's 899-aa maintainer deadline were not
verified against primary text. No conclusion rests on them. Wikipedia and aggregator accounts
were used only to locate primary documents.
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